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The following Appeal Brief is submitted in response to the Notice of Appeal dated September 
28, 2006. 
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I. Real Paily in Interest 

The real party in interest in this matter is The DirecTV Group, Inc., of El Segimdo, Califomia, 
which i$ 34 percent owned by Fox Entertainment Group, which is approximately 82 percent 
owned by The News Corporation, Limited. 

II. Related Appeals and Interferences 

There are no other known appeals or interferences which will directly affect or be directly 
affected by or have bearing on the Board's decision in the pending appeal. 

III. Status of the Claims 

Claims 1 -25 stand rejected in the Final Office Action and are appealed herein, 
rV . Status of Amendments 

There have been no Amendments filed after the final rejection. 
V, Simfimary of Claimed Subject Matter 

The present system is generally shown in Figure 2. The filtering routers are shown in Figure 4 
and methods for operating the present system are illustrated in Figures 7A and 7B. 
Claim 1 is directed to a method for filtering content. A filtering router shown in Figure 4 is used. 
The method steps are illustrated in Figure 7B and will be described below. Claim 1 recites 
receiving at a content filtering router a packet containing a request for content, where said packet 
comprises a first destination internet protocol (IP) address of a content server that stores the 
content and a second destination IP address of the content filtering router. The corresponding 
step is Step 734, which is described on Page 13, Lines 1-4. 

Claim 1 further recites determining whether the first destination IP address s on a list of 
destination IP addresses to be filtered. This is illustrated in Figure 7B as Step 736 and is 
described on Page 14, Lines 10-12. 

Clahn 1 also recites routing the packet to an output port on the content filtering louter based on 
the first destination IP address and the list. This is illustrated as Step 744 and is described on 
Page 14, Lines 15-16. 
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Claim 2 depends from Claim 1 and recites that determining comprises ascertain! ag that the first 
IP address is on the list, and wherein said routing comprises directing said packet someplace 
other than said first destination IP address. This is described on Page 11, Lines 26-28. 
Claim 3 depends from Claim 1 and recites that determining comprises ascertaining through 
which output port the packet should be forwarded based on the first destination I? address and a 
routing table stored on the content filtering router. The routing table is illustrated as reference 
numeral 418 in Figure 4 and the router is illustrated in various places, including in Figure 4 as 
210, 212 and 214. This step is described on Page 1 1 , Line 20 ^ough Page 12, Liae 2. 
Claim 4 depends from Claim 3 and recites that ascertaining utilizes a routing protocol 416 to 
determine the output port. This is described on Page 11, Line 10. 

Claim 5 depends fi*om Claim 4 and recites that the routing protocol is a border-gateway protocol. 
This is described on Page 1 1, Line 1 1 . 

Claim 6 depends from Claim 3 and recites that the routing table 41 8 is a border-geieway protocol 
table. This is also described on Page 1 1, Line 1 1 . 

Claim 7 depends from Claim 2 and recites that directing comprises sending the packet to an 
additional content fihering router, where said packet comprises a third destination IP address of 
the additional content filtering router. This is described on Page 10, Lines 21-28 and Page 16, 
Line 9. Various numbers of filtering routers are illustrated in Figure 2. Two filtering routers are 
also illustrated in the process of Figure 8B as 210 and 212. 

Claim 8 depends from Claim 2 and recites that directing comprises sending the packet to a 
service provider, such that the service provider can notify a user who made the request that the 
content has been blocked. This is described on Page 15, Lines 12-15. 

Claim 9 depends fi-om Claim I and recites that before receiving, accepting the first destination IP 
address and an associated output port on the content filtering router. This is de.scribed as Step 
706. Claim 9 also recites storing the first destination IP address and the associated output port in 
the list on the content filtering router. This is described m Step 712. These steps are described 
on Page I2» Line 14. 

Claim 10 depends from Claim 8 and recites that storing comprises saving the firs': destination IP 
address and the associated output port in a routing table on the content filtering router. This is 
described on Page 12, Line 1 1-13. 
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Claim 1 1 depends fiom Claim 1 and recites that detennining comprises ascertaining that the first 
IP address is not on the list. This is described on Page 16, Lines 1-4. 

Claim 12 depends fiom Claim 1 1 and recites the further step of removing the second destination 
IP address from the packet. This is illustrated as Step 742 of Figure 7B and is described on Page 
14, Line 12. 

Claim 13 depends from Claim 11 and recites that routing comprises directing the packet toward 
the first destination IP address. This is described on Page 16, Lines 1-4. 
Claim 14 is a second independent claim and describes a method for filtering content Claim 14 
recites the step of receiving at an internet protocol (IP) conmiunication device a packet 
containing a request for content, where said packet comprises a source IP address of a client 
computer fh)m v/here xh& request originated and a first destination IP address of a content server 
that stores the content. This is illustrated in Figure 7B as Step 734 and described on Page 13, 
Lines 1-4. 

Claim 14 further recites determining that the request is to be subjected to a content filtering 
service, based on the first destination IP address. This is set forth on Page 15, Lines 10-12 and is 
illustrated as Step 736 in Figure 7B. 

Claim 14 additionally recites adding a second destination IP address of a content filtering router 
to the packet. This is described on Page 14, Lines 3-6. Claim 14 also recites sending the packet 
toward the content filtering router. This is described on Page 14, Lines 4-5. 
Claim 15 depends fiom Claim 14 and recites that prior to adding^ determining to how many 
content filtering levels the request is to be subjected. This is described on Page 13» Lines 6-10. 
Claim 16 depends from Claim 15 and recites that adding further comprises adding an additional 
destination IP address to the packet for each of the content filtering levels. This ..s described on 
Page 13, Lines 14-17. 

Claim 17 depends from Claim 14 and recites the further steps of receiving the content from the 
content server, when the first destination IP address was not on a routing table on the content 
filtering router, and sending the content to the source IP address. This is described on Page 6, 
Lines 1-4. 

Claim 18 depends from Claim 14 and recites the further steps of before receiving, acquiring the 
source IP address and an indicator of whether the content filtering service is to applied to the 
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source IP address, and storing the source IP address and the indicator. This is described on Page 
10, Lines 10-18- 

Claim 19 depends from Claim IS and recites that acquiring comprises obtaining a filtering level 
associated vvdth the source IP address, This is described on Page 10, Lines 15-18. 
Claim 20 depends from Claim 14 and recites that before receiving, acquiring a list of filtering 
levels and associated second destination IP addresses, where each filtering leval is associated 
with a different second destination IP address from a different content filtering router and storing 
the list of filtering levels and associated second destination IP addresses. This is described on 
Page 10, Lines 10-18, 

Claim 21 is an independent claim directed to a content filtering router. As mentioned above, the 
content filtering router is generally illustrated in Figure 4. Claim 21 recites a central processing 
unit (CPU) 402, communications circuitry 404, input ports 406 (1) - 430 (N), a memory 410 
containing an operating system 412, and communication procedures 414. The communication 
procedures are configured to receive a packet containing a request for content, where said packet 
comprises a first destination internet protocol (IP) address of a content server that stores the 
content and a second destination IP address of the content filtering router. Claim 21 also recites 
a routing protocol 416. The above components are all described on Page 10, Line 30 through 
Page 11, Line 6. 

The routing protocol 416 includes instructions for determining whether the first destination IP 
address is on a list of destination IP addresses to be filtered. This is described on Page 14;, Lines 
10-12. 

Claim 21 further recites that the routing protocol includes instructions for routing the packet to 
one of the output ports based on the first destination IP address and the list. This s described on 
Page 14, Lines 15-16. Claim 21 also recites that the routing protocol includes a roating table 418 
containing the list. The routing table is described on Page 1 1 , Line 1 1 . 

Claim 22 is an independent claim directed to a bidirectional internet protocol (IP) 
communication device. The device is set forth as reference numeral 204 in Figure 3. The 
bidhrectional TP communication device includes a central processing unit (CPU) 302, 
communications circuitry 304, input and output ports 306 (1) - 306 (N), and memory 310 that 
includes a operating system 312 and conununications procedures 314, These elements are 
described on Page 9, Lines 17^32. 
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The communication procedures include instructions for receiving a packet conttf ining a request 
for content where the packet comprises a source IP address of a client computer from where the 
request originated and a first destination IP address of the content server that stores the content, 
and instructions for sending the packet toward a content filtering router This is described on 
Page 13, Lines 1-4 and Page 14, Lines 4-5. 

Claim 22 also recites filtering procedures 316, illustrated in Figure 3, that include instructions for 
determining that the request is to be subjected to a content filtering service, based on the first 
destination IP address. This is described on Page 14, Lines 10-12. 

Claim 22 further recites instructions for adding a second destination IP address of the content 
filtering router to the packet before it is send toward the content filtering router. This is 
described on Page 14, Lines 3-6. 

Claim 23 is an independent claim directed to a computer program product for use in conjunction 
with a computer system for content filtering. The computer program product includes a 
computer readable storage and conjputer readable program to store therein. The program 
comprises of instructions for receiving at an internet protocol (IP) communication device a 
packet containing a request for content where the packet comprises a source IP address of a 
client computer from where the request originated and a final destination IP address of a content 
server that stores the content. This is described on Page 13, Lines I -4. The computer program 
product further includes instructions for determining that the request is to be subjected to a 
content filtering service, based on the first destination IP address. This is descrited on Page 14, 
Lines 10-12. 

Claim 23 further recites instructions for adding a second destination IP address of a cpntent 
filtering router to the packet before it is sent toward the content filtering router. This is described 
on Page 14, Lines 3-6. 

Claim 24 is an independent claim that is directed to a system for content filtering comprising an 
intemet protocol (IP) communication device 204 coupled between at least one client computer 
202 and at least one filtering router 210, The client computer and the filtering router are 
illustrated in Figure 2 and described on page 18^ lines 18-25, Claim 24 further recites that the IP 
communication device 204 is configured to route requests for content received firom the at least 
one client computer toward at least one filtering router, and where the at least one filtering router 
is configured to route the request for contents someplace other than a content server that stores 
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the content when the content server's IP address is on a list of addresses to be filtered, vlierein 
the list is a routing table stored on the content filtering router. Tliese steps are described on Page 
14, Lines 10-12 and Page 16, Lines 1-4, 

Claim 25 depends from Claim 24 and recites that the at least one fUtering router is configured to 
route the request for content to the content server when the content server's IP address is not on 
the list of addresses to be filtered, This is described on Page 16, Lines 1-4. 

VL Grounds of Rejection to be reviewed on Appeal 
The following issues are presented in this appeal: 

Whether claims 1-20 and 23-25 arc unpatentable under 35 U.S.C. § 103(a) as bek^g unpatentable 
over /fiofv/v (2002/0059451) in view of Appellant's Admitted Prior Art (AAPA). 
Whether claims 21-22 are unpatentable under 35 U.S.C. §103(a) over Haviv in view of AAPA in 
further view of iforOTafai (6,560,233). . 

VIL Argument 

The Rejection of Claims 1-20 and 23-25 under 35 U.S.C. §103(a) 

Claim 1 

Claim 1 is a method for fihering content that includes receiving a packet containing a 
request for content at a content filtering router. The packet has a first destination Internet 
Protocol address of a content server that stores the content and the second destination IP address 
of the content filtering router. The method further includes determining whether the first 
destination IP address is on a list of destination IP addresses to be filtered and routing the packet 
to an output on the content filtering router based on the first destination IP address and the list. 

The Examiner points to paragraph 21 of the Haviv reference that describes a router and a 
filter. As described in line 6 of paragraph 21, the router may filter transactions and may xx^ute the 
filtered transactions to one of the server computers 14 or to another router 16 for additional 
filtering. With regard to this section, the Examiner states that ''Haviv teacher content filter 
router 16 which receives packets which would include the address of the said router just before it 
receives the packet, and filters the packet before sending it to content servers 14." The Haviv 
reference is set fortii for all the elements of Claim 1 except for presenting information on the list 
which the Examiner states is in the AAPA. 
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The Appellant disagrees with the Examiner on many levels. First, the Eraminer fails to 
specifically state that the first element of Claim I is recited in the Haviv reference. Claim 1 
specifically recites a packet containing a request for content is received at a content filtenng 
router. No such request for content is set forth in paragraph 21 of the Haviv reference. 

The second step of the claim is determining whether the destination IP address is on a list 
of destination IP addresses to be filtered. The Examiner cites the AAPA for this. However, 
although a list of restricted sites is mentioned in the AAPA^ there is not determination of whedier 
the destination IP address is on a list of destination IP addresses to be filtered. Fa-tfaer, neither of 
the references recite routing the packet to an output port on the content filtering router based on 
the first destination IP address and the list. Appellant, therefore^ respectfully requests the Board 
to reverse the Examiner's rejection of Claim 1 . 

Claim2 

For Claim 2, the Examiner points to the routing to servers 14. However, no teaching or 
suggestion is provided on the Haviv reference that the step of determining comprises ascertaining 
that the first IP address is on the list and wherein the routing comprises direcdng the packet 
someplace other than the first destination IP address. 

Claim 3 

For Claim 3, the Examiner points to Paragraph 56 of the Haviv reference Paragraph 56 
merely describes a firewall 60 that is adapted to control which network resources or ports may be 
accessed by the gateway. However, Appellant can find no teaching or suggestion for 
ascertaining through which port the packet will be forwarded based upon the firs: destination IP 
address and a routing table on the content filtering router. 

Claim 4 

Claim 4 depends from Claim 3 and recites routing protocol that determine the ou^ut 
port. For the same reason set forth above with respect to Claim 3, Claim 4 is also- believed to be 
allowable. 

Claims 

Claim S depends from Claim 4 and recites that the routmg protocol is a border-gateway 
protocol. As mentioned above, no routing table is set forth in Claim 3 and, therefore, Claim S is 
also believed to be allowable for the same reason set forth above. 
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Claim 6 

Claim 6 depends fiom Claim 3 and recites the routing tables of a border-gateway protocol 
table. As mentioned above with respect to Claim 3, no routing table is set forth with respect to 
the firewall. Therefore, Appellant respectfully requests the Board to reverse che Examiner* s 
position with respect to this claim as well. 

Claim? 

Claim 7 recites that directing the packet someplace other than the first destination IP 
address comprises sending the packet to an additional content filter router wherein the packet 
comprises a third destination TP address of the additional content filter router. The Examiner 
points to Paragraph 21 of the Haviv reference for this teaching. Although serveral cascaded 
routers are described, routing them someplace other than the first destination IP address is not 
taught or suggested in this paragraph. Therefore, Appellant respectfully reques;s the Board to 
reverse the Examiner*s position with respect to Claim 7 as well. 

Claim 8 

Claim 8 recites that directing comprises sending the packet to a service provider, such 
that the service provider can notify the user who made the request that the content has been 
blocked. The Examiner states that members 14 were would obvious to connect to a service 
provider. However, Appellant respectfully submit that this is not taught or suggested on the 
Haviv reference. Therefore, Appellant respectfully requests the Board to reverse -Jie Exammer's 
position with respect to Claim 8 as well. 

Claim 9 

Claim 9 recites that before the step of receiving accepting the first destination IP address 
and an associated output port on the content filtering router, and storing the first destination IP 
address and the associated output port in the list on the content filtering router. The Examiner 
merely points to the disctissions of ports and the list above. As mentioned above, the Appellant 
respectfully submits that no teaching or suggestion provide for the list on the content filtering 
router. Appellant, therefore, respectfully requests the Board to reverse the Exanriner's position 
with respect to Claim 9. 

Claim 10 

Claim 10 recites saving the first destination IP address and the associated ou^ut port and 
the routing table on the content router. As mentioned above, no teaching or suggestion is 
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provided for a routing table in the Haviv reference. Therefore, Appellant respectfully requests 
that the Board reverse the Examiner's position with respect to Claim 10. 
Claim 11 

Claim 1 1 depends from Claim 1 and recites that ascertaining the first destination TP 
address is not on the list. The Examiner points to the checking of the list discussion. However* 
Appellant can find no teaching or suggestion for ascertaining that the IP address ie not on the list. 
Therefore, Appellant respectfiilly requests the Board to reverse the Examiner's position with 
respect to Claim 11. 

Claim 12 

Claim 12 recites removing the second destination IP address from the packet. The 
Examiner merely stales "the second destination would obviously be removed.*' Appellant 
respectfully requests the Board to reverse the Examiner*s position, since this step is not taught or 
suggested in the Haviv reference. 

Claim 13 

Claiin 13 recites directing the packet towards the first destination IP address. These 
limitations in combination with Claim 11 and Claim 1 are not taught or suggested in the 
references. Therefore, Appellant respectfully requests the Board to reverse the Examiner's 
position with respect to Claim 13. 

Claims 14 and 23 

Independent Claim 14 recites receiving at an Internet Protocol communications device a 
packet containing a request for content where the packet comprises a source I? address of a 
client computer from where the request originated and a first destination IP address of a content 
server that stores the content. The method further includes determining that the request is to be 
subjected to a content filtering service based on the destination IP address and adding a second 
destination IP address of a content filtering router to the packet and sending the packet toward 
the content filtering router. Appellant respectfully submits that there is no teaching or suggestion 
in paragraph 21 of Haviv or in the AAPA for adding a second destination IP address of a content 
filtering router to a packet, Haviv merely teaches that routers may filter transact.ons but not of 
addmg a second IP address to the packet. Appellant, therefore, respectfully requests the Board to 
reverse the Examiner's rejection of Claim 14. 
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Claim 23 is another independent claim that is directed to a computer program. The claim 
is very similar to that of Claim 14 and, therefore, Appellant respectfully requests the Board to 
reverse the Examiner's rejection of Claim 14 as well. 

Claim 15 

Claim IS depends from Claim 14 and recites prior to adding, determining to how many 
content filtering levels said request is to be subjected. The Examiner merely states that multiple 
routers above make the step obvious. However, Appellant can find no teaching o : suggestion for 
determining to how many content filtering levels the reqiiest is subjected- Appellant, therefore, 
respectfully requests the Board to reverse the Examiner's position with respect to Claim 15- 

Claim 16 

Claim 16 depends from Claim IS and recites adding an additional destination IP address 
to the packet for each of the content filtering levels. Again, there is no teaching or suggestion for 
adding destination IP addresses to the packet. Appellant, therefore, respectfully requests the 
Board to reverse the Examiner*s position with respect to Claim 16 as well. 

Claim 17 

Claim 1 7 recites receiving the content from the content server when the first destination 
IP address was not on a routing table on the content filtering router, and sending the content to 
the source IP address. The Examiner merely points to the use of the server 14 for this step, 
However, there is no teaching or suggestion in the Haviv reference for these steps. Appellant, 
therefore, respectfully requests the Board to reverse the Examiner's position with respect to 
Claim 17, 

Claim 18 

Claim 18 recites the further steps of before receiving, acquiring the source IP address and 
an indicator of whether the content filtering service is to be applied to the source IP address and 
storing the source IP address and the indicator. The Examiner points out that the use of an on-off 
type indicator would be obvious. However, there is no teaching or suggestiai in the Haviv 
reference for this. Appellant, therefore, respectfiilly requests the Board ,0 reverse the 
Examiner's position with respect to Claim 18. 

Claim 19 

Claim 19 depends from Claim 18 and recites obtaining a filtering level associated with 
the source IP address. The Examiner merely states that the use of a level for the source address 



PA6E1SI27*RCVDAT1QI16/2006 5:42:22PM[EasternDayp 



10/16/2006 14:46'FAX 3109640941 



P & L LEGAL 



ia016/027 



U.S.S.N. 10/040,773 12 PD-20H22 

would be obvious in order that the proper filter may be applied. Appellants can find no teaching 
or suggestion of this in the Haviv reference. Therefore, Appellant respectfiiHy requests the 
Board to reverse the Examiner's position with respect to Claim 19 as well. 
Claim 20 

Claim 20 recites the steps of acquiring a list of filtering level and associated second 
destination IP addresses where each filtering level is associated with a different second 
destination IP address of a different content filtering router, and storing the list of filtering levels 
and associated second destination IP addresses. The Examiner merely points to the discussion of 
the use of a list and multiple levels. However, there is no specific passage teaching or suggestion 
for these steps. Appellant, therefore, respectfully requests the Board to reverse the Examiner's 
position with respect to Claim 20. 

Claim 24 

Independent Claim 24 is directed to a system for content filtering comprising an Internet 
Protocol communications device coupled between at least one client computer and at least one 
filtering router. The IP communications device is configured to route requests for content 
received from the at least one client computer toward the at least one filtering router and where 
the at least one filtering router is configured to route the request for content someplace other than 
a content server that stores the content when the content server's IP address is upon a list of 
addresses to be filtered. The list is a routing table stored on the content filter ng router. As 
mentioned above, the AAPA mentions a list. However, the list is not a routing tab.e stored on the 
content filtering router and neither of the references mentions that a filtering router is configured 
to route the request for content someplace other than a content server that stores the content 
when the content server's IP address is on a list of addresses to be filtered. Appe. lant, therefore* 
respectfully requests the Board to reverse the Examiner's rejection of Claim 1 4. 

Claim 25 

Claim 25 depends from Claim 24 and recites that at least one filtering router is further 
configured to route the request for the content server when the content scrvcr^s IP address is not 
on the list of addresses to be filtered. The Examiner merely refers to the discussion of Claim 1 
above. Appellants can find no teaching or suggestion for this step in the Haviv reference. 
Therefore, Appellant respectfully requests the Board to reverse the Examiner'^ position with 
respect to Claim 25 as well 



PA6E16/27'RCVDAT10/16/20065:42:22PM [Eastern Daylight T^^^^ 



10/16/2006 14:46 FAX 3f109640941 P & L LEGAL 111017/027 



U.S.S.N. 10/040,773 13 PD-201122 



The rejection of Claims 21-22 under 35 U.S.C. §103(d) over 
Ifaviv in view of AAPA in further view of Hatanaka (6,560,233) 

Claim 21 is directed to a content filtering router Claim 21 is similar to Claim 1 in that 
Claim 21 includes instructions for determining whether the first destination IP address is on a list 
of destination IP addresses to be filtered and instructions for routing the packet to one of the 
output ports based on the first IP destination address and the list. In this case, the routing table 
contains the list. As mentioned above with respect to Claim 1, these steps are not found in the 
either the Haviv or AAPA, The Hatanaka reference also does not teach or suggest the elements 
missing from above. The Hatanaka reference is merely cited to teach a router and not the 
elements missing from the Haviv and the AAPA, Appellant, therefore, respectfully requests the 
Board to reverse the Examiner's rejection of Claim 1 as well 

Claim 22 is directed to a bi-directional Internet Protocol communications device that has 
similar limitations to those of Claira 14 in that their instructions are for peiformrng most of the 
steps of Claim 14. As mentioned above with respect to Claim 14, the Haviv and the AAPA do 
not teach or suggest these elements. The Hatanaka reference is merely set forth for the basic 
teachings of input/output ports^ a central processing unit, and communications circuitty. It is not 
alleged that the Hatanaka reference teaches or suggests the elements missing from the Haviv and 
AAPA, Appellant, therefore, respectfully requests the Board to reverse the Examiner's rejection 
ofClaim22as well. 

Conclusion 

For the foregoing reasons. Appellant respectfully requests that the Board direct the Examiner in 
charge of this examination to withdraw the rejections. 

Should any fees be associated with this submission, please charge Deposit Account 50- 

0383. 
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VIIL CLAIMS APPENDIX 



RECEIVED 
CENTRAL FAX CENTER 

OCT 1 6 2006 



1 . A method for filtering content, comprising: 

receiving at a content filtering router a packet containing a request for comenti where said 
packet comprises a first destination Internet Protocol (IP) address of a content server that stores 
said content and a second destination IP address of said content filtering router; 

determining whether said first destination IP address is on a list of destination IP 
addresses to be filtered; and 

routing said packet to an output port on said content filtering router based on said first 
destination IP address and said list. 

2. The method of claim 1, wherein said determining comprises ascertaining that said 
first IP address is on said list, and wherein said routing comprises directing said packet 
someplace other than said first destination IP address. 

3. The mexhod of claim 1, wherein said determining step compris>^ ascertaining 
through which output port said packet should be forwarded based on said first destination IP 
address and a routing table stored on said content filtering router. 

4. The method of claim 3. wherein said ascertaining utihzes a routing protocol to 
detennine said output port. 
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5. The method of claim 4, wherein said routing protocol is a Border Gateway 
Protocol (BGP). 

6. The method of claim 3, wherein said routing table is a Border Gateway Protocol 
(BGP) table. 

7. The method of claim 2, wherein said directing comprises sending said packet to 
an additional content filtering router, where said packet comprises a third destination IP address 
of said additional content filtering router. 

8. The method of claim 2, wherein said directing comprises sending $aid packet to a 
service provider, such that said service provider can notify a user who made said request that 
said content has been blocked. 

9. The method of claim 1, further comprising^ before said receiving, 

accepting said first destination IP address and an associated output port on said content 
filtering router; and 

storing said first destination IP address and said associated output port in said list on said 
content filtering router. 

10. The method of claim 8, wherein said storing comprises saving said first 
destination IP address and said associated output port in a routing table on said content filtering 
router. 
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1 1 . The method of claim 1 , wherein said detennining comprises ascertaining that said 
first IP address is not on said list 

12. The method of claim 11, further comprising removing said second destination IP 
address from said packet, 

13. The method of claim 11, wherein said routing comprises directing said packet 
toward said first destination IP address. 

1 4. A method for filtering content, comprising: 

receiving at an Internet Protocol (IP) communications device a packet containing a 
request for content where said packet comprises a source IP address of a client computer fiom 
where the request originated and a first destination IP address of a content server that stores said 
content; 

determining that $aid request is to be subjected to a content filtering service, based on 
said destination IP address; 

adding a second destination IP address of a content filtering router to said packet; and 
sending said packet toward said content filtering router. 

15. The method of claim 14» further comprising, prior to said adding, determining 
how many content filtering levels said request is to be subjected to. 
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16. The method of claim 15, wherein said adding further composes adding an 
additional destination IP address to said packet for each of said content fihering levels. 

17. The method of claim I4» fiirther comprising; 

receiving said content from said content server, when said first destination IP address ivas 
not on a routing table on said content filtering router; and 
sending said content to said source IP address^ 

1 8. The method of claim 14, further comprising, before said receiving, 

acquiring said source IP address and an indicator of whether said content liltering service 
is to be applied to said source IP address^ 

storing said source IP address and said indicator. 

19. The method of claim 18, wherein said acquiring further comprises obtaining a 
filtering level associated with said source IP address. 

20. The method of claim 14, further comprising, before said receiving, 

acquiring a list of filtering levels and associated second destination IP addresses, where 
each filtering level is associated with a different second destination IP address of a different 
content filtering router; 

storing said list of filtering levels and associated second destination IP addresses. 
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2 L A content filtering router, comprising: 
a Central Processing Unit (CPU); 
communications circuitry; 
input ports; 
output ports; and 
a memory containing: 

an operating system; 

conmiunication procedures configured to receive a packet containing a request for 
content, where said packet comprises a first destination Internet Protocol (IP) address of a 
content server that stores said content and a second destination IP address of said content 
filtering router; 

a routing protocol comprising: 

instructions for determining whether said first destination E? address is on 
a list of destination IP addresses to be filtered; 

instructions for routing said packet to one of said output ports based on 
said first destination IP address and said list; and 
a routing table containing said list. 

22. A bidirectional Internet Protocol (IP) commimications device, comprising: 
a Central Processing Unit (CPU); 
communications circuitry; and 
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input/output ports; and a memory containing: 
an operating system; 
communication procedures comprising: 

instruction!^ for receiving a packet containing a request fot content where 
said packet comprises an source IP address of a client computer from where the 
request originated and a first destination IP address of a content server that stores 
said content; and 

instructions for sending said packet toward a content ftlterir g router; 
filtering procedures comprising: 

instructions for determining that said request is to be subjected to a content 
filtering service, based on said destination IP address; and 

instructions for adding a second destination IP address of said content 
filtering router to said packet before it is sent toward said content filtering router. 

23. A computer program product for use in conjunction with a completer system for 
content filtering, the computer program product comprising a computer readable storage and a 
computer program stored therein, the computer program comprising: 

instructions for receiving at an Internet Protocol (IP) communications device a packet 
containing a request for content where said packet comprises an soxirce IP address of a client 
computer from where the request originated and a first destination IP address of a content server 
that stores said content; 

instructions for determining that said request is to be subjected to a content filtering 
service, based on said destination IP address; 
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instructions for adding a second destination IP address of a content filtering router to said 
packet; and 

instructions for sending said packet toward said content filtering router. 

24. A system for content filtering, comprising an Internet Protocol (IP) 
communications device coupled between at least one client computer and at least one filtering 
router, where said IP communications device is configured to route requests for content received 
from said at least one client computer toward said at least one filtering router, and where said at 
least one filtering router is configured to route said requests for content someplace other than a 
content server that stores said content when said content server's IP address is on a list of 
addresses to be filtered^ where said list is a routing table stored on said content filtering router 

25, The system of claim 24, wherein said at least one filtering rcuter is further 
configured to route said requests for content to said content server when said con:ent server's IP 
address is not on said list of addresses to be filtered. 



PAGE 25/27'RCVDAT10/16/20065:42:22PM[Eastem Daylight 



10/18/2006 14:47 FAX 3ri09640941 P & L LEGAL 121026/027 



U.S.S.N. 10/040,773 22 PD-201 122 



IX. Evidence Appendix 
None. 
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